




































• Fully Private Operation (Concessionaire Model):
A private company handles all operations and revenue. Revenue sharing or licensing fees
depend on the model.

1.15.1. Public-Private Partnership (PPP) Models 

• Build-Operate-Transfer (BOT): The private sector builds the system, operates it for a
defined period, and then transfers it to the public authority. Commonly used for large
highway projects.

• DBFO (Design-Build-Finance-Operate): The private sector is responsible for all project
phases. Most financial risk lies with the investor.

• Revenue Guarantee Models: The government provides a minimum revenue guarantee; if
system revenues fall below a certain threshold, the state covers the gap.

1.15.2. Revenue Sharing Models 

• Per Passage Sharing: A portion of each toll collected is shared between public and private
parties.

• Gross Revenue Sharing: A fixed percentage of total turnover is paid to the public
authority.

• Fixed Lease Model: The private operator pays a fixed fee to the government and assumes
all revenue and risk.

1.15.3. Financial Return and Sustainability 

• ROI (Return on Investment): The return period between project investment cost and
revenue flow is a critical parameter during project planning.

• CapEx & OpEx Distinction: Long-term sustainability is ensured when capital
expenditures (CapEx) and operational expenditures (OpEx) are well planned.

• Maintenance and Modernization Funds: These are becoming integral parts of long-term
contracts.

1.15.4. Financing Strategies 

• Revenue-Guaranteed Model: The state guarantees payment even if expected passage
volumes fall short.

• Blended Financing: A combination such as 30% public + 70% private loan.

• IFC / EBRD / DFI Contributions: Especially for cross-border highway projects, low-
interest funding is possible through international institutions.
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1.16. Legislation, Data Security, and Regulations 

Electronic toll collection systems handle large volumes of personal and financial data, making 
them subject to strict legal regulations at both local and international levels. Regulatory 
compliance is not only a legal obligation but also a critical factor for system reliability and public 
trust. 

1.16.1. Personal Data Protection (KVKK / GDPR) 

• License plates, user accounts, and passage time information are considered personal
data.

• Collection, storage, sharing, and deletion of data must comply with regulations such as
Turkey’s KVKK and the EU’s GDPR.

• Users must be provided with clear privacy statements and their rights to access and
objection must be upheld.

1.16.2. Data Security and Cyber Protection Measures 

• Systems must be designed in accordance with information security standards like
ISO/IEC 27001 to resist cyberattacks.

• Critical security measures include end-to-end encryption, multi-layer authentication,
logging, and anomaly detection.

• For cloud-based solutions, data location and security must be planned in detail.

1.16.3. Cross-Border Operations and International Compliance 

• For toll systems to function across different countries, legal protocols must be
harmonized.

• In Europe, multi-country compatibility is led by systems like EETS (European Electronic
Toll Service).

• In Turkey, systems operating at border crossings or for international routes must consider
interoperability requirements.

1.16.4. Invoicing, Objection, and Penalty Management 

• Users must be provided transparent and digital channels for toll disputes.

• Penalty management systems must be integrated with both legal procedures and data
security policies.

• Automatic penalty generation should not be affected by faulty data and must be
supported by validation algorithms.
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1.17. Maintenance, Operations, and SLA Models 

Electronic toll collection systems are required to provide uninterrupted service 24/7, demanding 
high reliability and operational continuity. Therefore, maintenance and operations must be 
meticulously planned and secured through Service Level Agreements (SLA). 

1.17.1. Service Continuity and SLA Definitions 

• System uptime should target ≥ 99.9%.

• Key SLA criteria include:

o Maximum acceptable downtime

o Response time (MTTR – Mean Time To Repair)

o Failure frequency (MTBF – Mean Time Between Failures)

• These criteria must be clearly defined in tender documents and contractually enforced.

1.17.2. Backup and Critical System Management 

• All servers and data infrastructure must be designed with redundancy.

• Hardware redundancy: Core toll control units, power supplies, and communication
modules.

• Software redundancy: Toll transaction data, license plate images, and payment details
should be backed up regularly, with Disaster Recovery Plans (DRP) in place to mitigate
potential data loss scenarios.

1.17.3. Preventive and Periodic Maintenance Strategies 

• Proactive maintenance: System performance should be analyzed in advance to prevent
failures.

• Periodic maintenance: Routine checks and cleaning for physical components, lens
cleaning, RFID reader calibration, etc., should be carried out at set intervals.

• All maintenance activities should be tracked digitally through CMMS (Computerized
Maintenance Management System) software.

1.17.4. Operations Centers and Staffing Structure 

• Local support teams should respond quickly to field issues using mobile intervention
vehicles.

• Central monitoring centers must continuously supervise all systems and manage
alert/automation scenarios.
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• Operations teams should include:

o Electronic maintenance personnel

o Software support engineers

o Operations coordinators

o Cybersecurity and data managers

1.18. User Experience and Customer Services 

In electronic toll collection systems, technical excellence is as important as user satisfaction and 
ease of interaction. This section addresses how users experience the system and how support 
services are managed. 

1.18.1. Easy and Fast Passage Experience 

• Contactless passage and low latency are essential for a seamless user experience.

• Ideally, drivers should be able to pass without any physical interaction with the system.

• Feedback during passage is provided via audio/visual alerts, information screens, and
color-coded indicators.

1.18.2. User Information Systems 

• Users should be informed through web portals, mobile applications, and email/SMS
notifications regarding:

o Completed passages

o Account balance

o Payment reminders

o Penalty notifications

• Mobile apps should offer user-friendly interfaces with features such as instant top-ups,
viewing passage history, and submitting objections.

1.18.3. Customer Support and Communication Channels 

• A multi-channel communication strategy should be adopted: call center, live chat, email,
chatbot, social media.

• Support and complaint requests should be tracked via a ticket management system.

• SLAs should define KPIs for customer service such as response and resolution times.
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1.18.4. User Education and Awareness 

• Users should be guided during system transitions with digital or on-site support.

• FAQs and video tutorials should help inform users about the system.

• Users must be educated about potential toll evasion scenarios and penalty processes
beforehand.

1.19. International Standards, Integration, and Interoperability 

Electronic toll collection systems, especially in countries involved in cross-border transportation 
or multi-operator environments, must comply with international standards and ensure 
interoperability. This section evaluates system integration with global norms and compatibility 
with other platforms. 

1.19.1. International Technical Standards 

• ISO 18000, ISO/IEC 14443, ISO/IEC 15693: RFID-based identification protocols.

• EN 15509 and CEN/TC 278: Key references for electronic tolling in Europe.

• ISO/TC 204: Relevant for ITS (Intelligent Transport Systems) protocol compliance.

• For video recognition systems: ALPR/ANPR data formats and security standards such as
ISO 27001, ISO 22301 must be considered.

1.19.2. System Integration and Open Architecture 

• Systems must seamlessly work with third-party apps (mobile payments, toll management
software, banking infrastructure, ERP systems) using API-based open architecture.

• To integrate hardware from various manufacturers, standardized data interfaces (e.g.,
NTCIP, DATEX II) are essential.

• This facilitates maintenance, system updates, and module integration.

1.19.3. Interoperability 

• Enables toll access across different operators (highways, bridges, tunnels) through a
single user account: "one tag, one bill" principle.

• Example: EETS (European Electronic Toll Service)

o Universal OBUs allow vehicles to pass across multiple countries.

o Despite varying national pricing, penalties, and invoicing, the system functions as
a unified platform for the user.

• In Turkey, interoperability is vital for platforms involving highways, municipalities, and
private sector operators.
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1.19.4. Future Standardization Approaches 

• V2I (Vehicle-to-Infrastructure): Vehicle communicates directly with the toll system, e.g.,
seeing toll fees on a Tesla screen.

• Blockchain-based toll records and payment approvals ensure secure, decentralized
models.

• AI-supported decision modules are being integrated in compliance with standard
protocols.

1.20. Next-Generation Technologies and Digital Transformation 

Electronic toll collection systems are evolving beyond mere payment infrastructure to become a 
central component of intelligent transportation systems. In the coming years, these systems will 
become more autonomous, integrated, and user-centric. This section outlines near- and mid-
term transformations. 

1.20.1. AI-Powered Dynamic Pricing 

• Real-time optimization of toll pricing based on traffic density, weather, time of day, vehicle
class, and carbon emissions.

• Models such as “Congestion Pricing” and “Green Tolling” are being implemented.

• AI is also used for toll evasion analysis, error detection, and fake plate identification.

1.20.2. Blockchain and Distributed Ledger Technology 

• Decentralized toll records improve data integrity and transparency.

• “Smart contract” systems enable automatic post-passage payments.

• Real-time, reliable revenue distribution among multiple stakeholders becomes possible.

1.20.3. V2X Integration and Interaction with Autonomous Vehicles 

• With V2I (Vehicle-to-Infrastructure), vehicles communicate directly with toll systems to
handle payment, notifications, and data sharing inside the vehicle.

• Special lanes for autonomous vehicles allow toll processing without human involvement.

• This forms the foundation for future intra-city micro-payment ecosystems.
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1.20.4. Hybrid Cloud Infrastructures and IoT-Based System Management 

• Shift from on-premise servers to cloud-based tolling and analytics platforms.

• All equipment monitored in real time via IoT networks and remotely updated.

• Edge computing enables smarter local decision-making and reduces system load.

1.20.5. User-Centric Developments 

• All-in-one mobile apps for payments, alerts, objections, and balance management.

• Voice assistants, chatbots, and AI-based customer service.

• Future biometric authentication (e.g., facial, iris recognition) for identity verification and
tolling access.

1.21. General Assessment and Future Outlook 

Electronic toll collection systems have evolved into a strategic tool for enhancing efficiency, 
safety, and revenue management in modern transportation infrastructure. The combination of 
open, closed, and hybrid architectures with technologies like ANPR, RFID/DSRC, and GNSS 
maximizes both pricing fairness and operational reliability. 

Key long-term success factors include: 

• Sustainable and transparent revenue-sharing models

• Real-time, AI-supported toll evasion analysis

• Well-planned maintenance, data governance, and multichannel user communication

In the near future, innovations like AI-driven dynamic pricing, blockchain-based revenue 
distribution, and autonomous vehicle integration will transform ETC systems into essential 
building blocks of intelligent transportation. 

This analysis serves as a guiding reference during project planning and implementation, while 
ongoing R&D and field feedback continue to deliver long-term value to both Turkey and global 
mobility ecosystems. 

1.22. INTETRA’s Strategic Role and Vision 

As INTETRA, with over 25 years of experience in intelligent transportation and electronic toll 
collection technologies, we are proud to have contributed to Turkey’s largest infrastructure 
projects. Our solutions are not only technologically advanced but also strategic, flexible, and 
field-adaptable. 
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1.22.1. Experience and Achievements 

• Delivered successful projects in national and international highway, bridge, and urban
tolling systems

• Provided solutions for complex scenarios like multi-stakeholder revenue sharing,
dynamic pricing, and toll evasion analytics

• Successfully implemented integrated local systems using technologies such as radar,
RFID, LPR, sensors, and laser curtains

1.22.2. Flexibility and Adaptability 

• Developed modular solutions tailored to different field infrastructures, supporting
multiple communication protocols and open system architectures

• Created adaptable software platforms that support different tolling types and user
profiles, offering operational flexibility

• With in-house R&D and software teams, we continuously update our systems and
anticipate future needs today

1.22.3. Our Future Vision 

• Actively working on AI-powered decision systems, automated revenue sharing, IoT device
management, and blockchain integration

• Enhancing user experience with mobile applications, data analytics platforms, and
centralized management dashboards

• Aiming to transform our knowledge gained in Turkey into value-added international
projects

As INTETRA, we will continue to be present on the ground with technology in this new era of digital 
mobility—innovating with customer-centric solutions and shaping the future today. 

Conclusion and Evaluation 

Electronic toll collection systems are no longer just about collecting tolls—they are becoming 
strategic levers for improving efficiency, safety, and transparency in transportation. When open, 
closed, or hybrid architectures are integrated with ANPR, RFID/DSRC, and GNSS, the result is 
maximized pricing fairness and operational reliability. 

Long-term success depends on: 

• Transparent and sustainable revenue-sharing models

• Real-time, AI-supported toll evasion detection

• Rigorous planning for maintenance, data management, and user communication
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With the advent of technologies like AI-based dynamic pricing, blockchain-based accounting, 
and autonomous vehicle integration, ETC systems will become indispensable components of the 
smart mobility landscape. 
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